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WORLDWIDE: ONLINE COUNTERFEIT MARKET-PLACES TTPS 
AND COUNTER-TACTICS 
 
Introduction: 
Counterfeit production and sales are serious economic problems that negatively impact 
employment, earnings, brand reputation, and in egregious cases, even injure or kill 
consumers. Counterfeit goods are estimated to cost the U.S. economy $3 billion annually.1 
Globally, according to the Organization for Economic Cooperation and Development (OECD), 
trade in illicit goods accounts for 3.3% of all trade.2 Even more menacing, the sale of fake 
goods directly finances the illegal and deadly activities of organized crime, gangs, and 
terrorism.  
 
The rise of e-commerce has fueled global online counterfeiting. Indeed, counterfeit 
marketplaces and phony product listings are identified and taken down every day. Despite U.S. 
and foreign government agencies’ efforts to combat the illegitimate sale of consumer products 
online, new illicit listings continue to proliferate. The following case studies help illuminate this 
growing issue by exploring two of the most attractive and lucrative marketplaces—sports 
merchandise and luxury goods. We will show common tactics, techniques, and procedures 
(TTPs) used by counterfeiters, as well as methods to combat these practices. 
 
BLUF: 

o Online counterfeit goods pose serious risks to companies and consumers  
o Illicit marketplaces often fund organized crime or terrorist organizations  
o Numerous sites offer similar counterfeit products; thorough collection across the open 

and dark web are necessary to identify and combat these sites  
o Counterfeit sites are often run by the same individuals; identifying specific persons or 

entities can reveal large numbers of illicit marketplaces  
o China is a significant source of counterfeiting activity  

 
Case Study #1 – Designer Handbags: 
Counterfeit purveyors attract customers through advertising and marketing campaigns across 
the open and dark web. In this first case study, analysts using Babel X® conducted a tailored 
search looking for mentions of Louis Vuitton across social media, blogs, message boards, 
deep and dark web marketplaces, and consumer sites such as eBay and Craigslist. Within 
these data sources, analysts isolated instances where the luxury brand was mentioned in 
connection with key terms about the legitimacy of the product such as authentic, real, fake, or 
replica; in combination with terms associated with sales such as discount, wholesale, order, 
buy, and cheap. Babel Street’s platform returned thousands of results that included URLs for 
active and defunct illicit marketplaces. Figure 1 shows a list of suspicious websites based on 

 
1 https://www.cnbc.com/2019/03/13/heres-how-the-trade-war-could-lead-to-a-boom-in-counterfeit-goods.html   
2 https://www.oecd.org/newsroom/trade-in-fake-goods-is-now-33-of-world-trade-and-rising.htm   
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the search criteria. One clear trend is the use of the designer brand in the web address to 
deceive visitors (highlighted in red). 
The website www.realbagwholesale.com appears in numerous dark web search results 
(highlighted in green). Figure 2 shows an example of a dark web posting advertising this 
website and the “discounted” designer handbags it offers. Following the link to 
realbagwholesale.com redirects a user to a different website, louisvuittonreplicabags.com, 
which has since been taken down due to actions of the luxury brand. Counterfeiters regularly 
use URL redirection or forwarding to draw users to a webpage from multiple URLs. Examining 
the dark web posting reveals a second URL, louisvuittonoutlet.blogspot.com (highlighted in 
yellow), that links to www.authenticlouisvuittonhandbag.ru. and an image of a Louis Vuitton 
bag. While this Russian site is inactive, counterfeit sites often use the same images to peddle 
their products. Babel Street analysts used the handbag picture to run an image search for the 
identical or similar pictures. 

The reverse image search reveals several additional suspicious websites. One site, 
milanstand.com, is currently selling a Louis Vuitton backpack for ¥1750.00 RMB (approx. 
$247.40 USD). This price indicates a likely illegitimate product, considering that an authentic 
LV backpack retails for around $2,000.00 USD. Further analysis on Babel X of milanstand.com 
using Whols registration data points to additional suspicious characteristics. Whols records 
show milanstand.com was first registered in May 2012, and the registration location and 
associated phone number reveal this site is based in Hong Kong. This location is not surprising 

 



 

 
 www.babelstreet .com  

BABEL BEACON 

considering that a 2016 U.S. Chamber of Commerce report claims 86% of counterfeit goods 
originate from China.3 
 
Case Study #2 – Sports Merchandise: 
While the first case study illustrates 
how a number of counterfeit sites 
operate and how they can be 
networked and subsequently 
identified, this second case study 
examines common TTPs associated 
with one entity operating multiple illicit 
marketplaces. Babel Street analysts 
conducted tailored searches similar to 
the first case study but focusing on 
sports merchandise. Here again, 
many thousands of dubious sites 
were uncovered. One dark web result 
directed visitors to 
cheapjerseysclassic.us.com where 
Super Bowl jerseys are advertised for 
10% of the retail price—a strong 
indication of counterfeit goods. The website also lists a contact phone number. Within Babel X, 
analysts queried public records for this phone number and discovered related websites. Figure 
3 shows numerous URLs that appear to offer sports apparel and other merchandise that are 
associated with the phone number from cheapjerseysclassic.us.com. 
 
The public records search also uncovered several associated email addresses; many of which 
had domain names indicating additional suspicious marketplaces. One associated website, 
wholesalechinashop.com, is nearly identical to cheapjerseysclassic.us.com. Both sites list a 
contact email with the domain kissmarketonline.com. A Whols analysis reveals this URL is 
registered in Yunnan, China. It is likely that the same Chinese entity is operating dozens of 
online marketplaces selling counterfeit sports merchandise. This TTP increases both the reach 
of the illicit activity and its survivability as brands take action against specific sites. 
 
Assessment: 
The two case studies conducted by Babel Street analysts illuminate several important points 
about online counterfeit activity. The most obvious is the magnitude of the problem, and it is 
likely that bad actors are marketing counterfeit versions of any product of value. Indeed, Babel 

 
3 https://www.uschamber.com/sites/default/files/documents/files/measuringthemagnitudeofglobalcounterfeiting.pdf   
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Street analysts saw examples of the TTPs described above used to sell fake passports and 
travel documents, as well as counterfeit pharmaceuticals. While counterfeit goods pose a risk 
to a brand’s bottom line and public image, there is also strong evidence that shows there can 
be serious health and safety risks. Coupling that with the fact that counterfeit good sales 
routinely finance bad actors like organized crime and terrorist organizations further belies the 
notion that buying cheap replicas or counterfeits has no real negative impact.4 
  
Not only are myriad products available illicitly online, but counterfeits of specific brands are 
available across multiple, sometimes connected marketplaces. While action against specific 
sites has some impact, a truly effective countertactic necessitates a robust and persistent effort 
to monitor the open and dark web while linking connected sites. The example of 
milanstand.com, which has been in operation since 2012, highlights how long illicit 
marketplaces can operate without strong countertactics to illuminate their activities and shut 
them down.  
 
The case studies also demonstrate the high level of Chinese activity in the counterfeit goods 
trade. It also highlights the difficulty in pursuing legal recourse against Beijing as compared to 
counterfeiters operating in the United States or other Western nations. The trade deal between 
the United States and China in early 2020 addressed this issue, but few concrete steps have 
been taken at this point.5  
 
Babel Street’s analysis also identified several areas that merit further study. First, the locations 
of producers or manufacturers of the counterfeit goods being sold certainly merits a deeper 
look but was beyond the scope of this assessment. Additionally, understanding the linkages 
between the identified counterfeit marketplaces and criminal or terrorist organizations could 
yield additional insights but was also beyond the scope of our assessment. Given the state of 
the Publicly Available Information field, these areas are certainly ripe for further exploration. 
Simply, cross-referencing associated identities and phone numbers with criminal records 
would be a good first step for those inclined to pursue the topic. 
 
Conclusion: 
Understanding and combatting online counterfeiters is not an easy task—but a necessary and 
worthy endeavor. Left uncontested, these illicit activities will continue to rise, and legitimate 
businesses will be negatively impacted. Some experts even project net job losses of 4.2 to 5.4 
million by 2022 due to counterfeiting activity.6 Understanding the counterfeiting TTPs and the 
countertactics outlined above can arm companies for this battle. Industry must invest in 
people, tools, and practices aimed at discovering, exposing, and mitigating bad online actors to 
ensure their long-term viability. Additionally, it is important for consumers to educate 
themselves on the dangers of purchasing counterfeit goods, especially on unsecure sites 

 
4 https://www.oecd.org/governance/risk/trends-in-trade-in-counterfeit-and-pirated-goods-g2g9f533-en.htm   
5 https://www.nytimes.com/2020/01/24/us/politics/us-cracks-down-on-counterfeits-in-a-warning-shot-to-china.html   
6 https://iccwbo.org/content/uploads/sites/3/2017/02/ICC-BASCAP-Frontier-report-2016.pdf   
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where personal financial information can potentially be exposed and exploited. If a product 
advertisement seems too good to be true, it probably is. 
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