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WORLDWIDE: DATA SOURCE DIVERSITY IN IDENTIFYING AND 
UNDERSTANDING EVENTS 
 
Introduction:  
As the online data landscape continues to exponentially expand, analysts are increasingly 
challenged to find where key pieces of information are hiding. Because actionable data can be 
found anywhere online, it is essential to cast the widest possible net over the vast pool of data 
sources – globally. It is our observation that many analysts, when analyzing publicly available 
information (PAI), tend to focus on just a few large social media (SM) platforms like Facebook, 
Instagram, and/or Twitter. Indeed, these data sources are useful for situational awareness in 
certain areas around the world. But they, in context, comprise only a small portion of the 
immense available data within the data universe. So, the appropriate question is: “What other 
data sources are there, relative to my question, that should be queried?”  
 
This Beacon explores the importance of leveraging the variety of global data sets by diving into 
historical social media posts and analyzing conversations they spawned both within and 
beyond the original posting site. Babel Street analysts winnowed down data from thousands of 
social media outlets, blogs and message boards, global news outlets, and the dark web to 
identify where else these posts were being referenced and by whom, in order to pinpoint 
relevant and potentially actionable intelligence. 
 
BLUF: 

o Focusing PAI research on only a few large SM platforms severely limits the information 
analysts can derive about ongoing events  

o Even when first reported on large SM platforms, discussions quickly spread to other 
outlets such as news, blogs, or message boards—analysts should position collection to 
account for this action  

o SM posts often lack wider context about developing situations; relying on SM alone is 
akin to “single-sourcing” a report—always a suboptimal approach  

o As SM platforms move to restrict hate speech or violent content, many groups turn to 
encrypted platforms like Telegram, shadowy sites like 8kun, and the dark web  

 
Case Study: Osama bin Laden Raid  
On May 1, 2011, around 1 a.m. in Abbottabad, Pakistan, Sohaib Athar was finishing some late-
night work when suddenly he was distracted by the sound of whirs and rotor blades above his 
home. He took to Twitter and posted, “Helicopter hovering above Abbottabad at 1 a.m. (is a 
rare event).” From there, he rattled off a series of other tweets regarding the helicopter and 
shared that there was an explosion. At that time, what he did not know was that he was 
inadvertently live blogging Operation Neptune Spear, one of the most highly classified 
missions in U.S. history, when U.S. Navy SEALs raided Osama bin Laden’s compound and 
killed the world’s most wanted terrorist. While it was later discovered that Sohaib did not 
intentionally compromise the mission, his series of tweets could have jeopardized the entire 
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operation had bin Laden’s 
compound received word of the 
posts and learned of the SEAL’s 
approach. 
 
 
Sohaib was the one of the first 
social media users to reference 
the mission prior to confirmed 
reports of bin Laden’s death; 
however, soon after his series of 
tweets, Sohaib was being 
mentioned on platforms and 
media outlets across the globe. 
To highlight this, Babel Street 
analysts used Babel X to conduct a tailored, historical search to analyze sentiment and user 
responses to Sohaib’s messaging. The examples in Figure 1 and Figure 2 highlight results 
across dark web messaging platforms and YouTube. Additionally, when analyzing separate 
conversations that stemmed from Sohaib’s tweets and subsequent reporting of the operation, 
some results highlighted concern, specifically the dark web message which claimed that 
classified documents published on WikiLeaks included allegations from high ranking al-Qaeda 
members that the terrorists would detonate a nuclear bomb in the event of bin Laden’s death 
(Figure 2). While those claims were not true, monitoring for this type of chatter across various 
data sources is essential to identify possible actionable threats. As these examples 
demonstrate, the impact and influence of a social media post can quickly spread across 
numerous data platforms, often with potentially more serious implications than the original 
post. 
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Insight into Mass Shootings and Domestic Terrorism 
Beyond the Western World’s large SM platforms, other sources have been used to broadcast 
intentions before an action was carried out. For example, the message board 8kun—formerly 
known as 8chan, Infinitechan, or Infinitychan—has been used for years to spread hate speech, 
violence, and negative sentiment. In 2019, the perpetrators of the Christchurch mosque 
shootings in New Zealand, the Poway synagogue shooting in California, and the El Paso 
Walmart shooting all used 8chan to spread their manifestos. Each shooter posted his claims of 
hate toward his targets hours or minutes before they opened fire. Additionally, while 8chan 
moderators removed the original posts, other users were already circulating them across the 
platform and on other SM sites, blogs, and message boards. 
 
Figure 3 highlights a 
search of “The Great 
Replacement,” the 
Christchurch shooter’s 
manifesto. Babel X’s 
singular search function 
Find X unveiled over 
1,000 results within a 
24-hour period of the 
shooting and showed 
that the manifesto had 
been copied and shared 
on additional nefarious 
messaging platforms, 
including Gab, 4chan, 
Stormfront, and many 
others. 
 
Monitoring the U.S. Strike on General Soleimani 
On Jan. 3, 2020, a United States drone strike near Baghdad International Airport targeted and 
killed Iranian major general Qasem Soleimani at around 1 a.m. local time. Barzan Sadiq, a 
local Kurdish reporter, was one of the first to report on the blast via Twitter. Following his initial 
tweet, Sadiq provided additional details on the event, including the alleged number of rockets 
fired and subsequent airport flight cancellations. However, it took roughly five hours to report 
that Soleimani was killed. While this example provides useful situational awareness, initial 
reporting on large SM platforms often lack content or clarity. Utilizing additional data sources, 
including foreign hyper-local news agencies and message boards, can help bolster monitoring 
tradecraft to provide richer content.  
 
Analyzing foreign data sources, specifically Iraqi, Iranian and other Middle Eastern outlets in 
this case, can help gauge sentiment in response to the strike. For example, Telegram, an 
encrypted end-to-end messaging platform, is heavily used by Middle Eastern news agencies, 
as well as terror groups such as Al-Qaeda, ISIS, and Hezbollah. The Telegram in Figure 4, 
authored in Farsi by a Hezbollah affiliated media organization a day after the airstrike, claimed 
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that the group would seek immediate retaliation and threatened President Donald Trump and 
the U.S. Government. Initial indications of an attack or explosion are certainly helpful, but 
understanding the drivers of violence or follow-on effects of an event requires a broader 
consumption of data. Moreover, the traditional large SM platforms and data sources are not 
necessarily the platforms of choice in many parts of the world. For example, one of the largest 
SM platforms in China is Tencent QQ. VKontakte (VK) and Ok.ru are extremely popular in 
Russia, and the SM platform Aparat is growing rapidly in Iran. The key takeaway is that being 
reliant on a single data source is insufficient to collect and understand the breadth of activities 
and conversations that are spawned by the initial action. 
 
Relatedly, there isn’t an “easy button” when it comes to monitoring global indicators of a broad 
range of event-related data. Accurate alerting in big data analytics is a complex task given that 
the data environment is comprised of both legitimate and illegitimate information. Platforms 
such as Twitter are well-documented as being counter-messaging outlets for both offensive 
and defensive information operations by foreign adversaries. Indeed, these platforms are 
breeding grounds for pushing content specifically tailored to solicit viral responses. Terms such 
as “memetic warfare”—operations driven by foreign adversaries in the form of viral memes 
with an underlying message intended to skew opinions and perceptions—are prevalent across 
SM platforms. Furthermore, the use of bots to fool the algorithms created by SM platforms like 
Twitter are advantageous in the propagation of misinformation and disinformation, which can 
create panic, anxiety, and tensions among its intended target. In the case of the Soleimani 
strike, misinformation instantly spread like wildfire across Twitter, which caused an influx of 
confusion over the facts. Drawing from multiple sources enables analysts to mitigate skewed 
results found in single (data) source reporting. 

Conclusion 
There is seldom a single medium or data source used to discuss an issue or event. Developing 
stories quickly spread across multiple media outlets and social media platforms. And while 
social media administrators have increasingly cracked down on violence, hate speech, and 
illicit language, nefarious authors will always find ways to get their content out. Often when 
users get suspended from a platform, they simply move the conversation to other shadowy 
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corners of the internet, such as 4chan, 8kun, Gab, and Telegram, or to the true dark web. In 
order to continue monitoring for potential threats, or to enable a more thorough understanding 
of a developing situations—whether conducting OSINT for venue or event security, executive 
protection, brand reputation, situational awareness, or multiple other use cases—it is critical to 
capture information from multiple publicly available data sources to derive the most accurate 
understanding. 
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