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Screening Department of  
Defense/Intelligence Community 
Personnel for Positions of Trust

While background checks and security clearance 

reviews are standard procedure throughout the 

DoD/IC, updates may happen infrequently due  

to the massive manual effort needed to review 

each individual’s on-the-job and public-facing 

activities. Between these scheduled screenings, 

which can be years apart, any number of events can 

occur — including personal or financial setbacks or 

recruitment by hostile actors or extremist  

groups — that may compromise an individual and 

affect their suitability for certain positions. 

 

Delays in rooting out malicious insiders or 

compromised individuals can have devastating 

effects on national security as well as the  

safety of DoD/IC personnel. In response, military 

leadership is prioritizing enhancements to the 

Pentagon’s screening processes with programs  

such as Trusted Workforce 2.0. To enable 

continuous evaluation goals, a solution that 

accelerates the process and regularly reaffirms  

the trust given to every cleared member of the 

national security establishment across the  

DoD/IC is critical. These evaluations should be 

considered standard procedure and no surprise 

to cleared members, who consented to regular 

security screenings to maintain access to  

classified work.

For the Department of Defense (DoD) and Intelligence Community (IC), confidence in the 

commitment of service members and government civilians to the ideals and laws of the 

U.S. must be unshakeable. By definition, DoD and IC members are in positions of trust and 

most hold clearances that enable specific mission-related capabilities.  The access to this 

critical information can create potential risks to national security. In addition, recent news 

highlighted concerns around domestic violent extremist elements within the DoD/IC. 

https://www.federaltimes.com/management/hr/2021/05/26/new-background-investigation-initiative-will-include-everyone-by-end-of-2023/


Continuous Screening with the Power of AI

Babel Street’s data-to-knowledge platform seeks 

data responsive to customers’ needs from billions 

of publicly and commercially available information 

sources — websites, news sites, social media and 

more — to capture relevant data while supporting 

larger mission goals.  

Our artificial intelligence (AI)-driven solution 

correlates information to identify potential red 

flags when information crosses a DoD/IC-defined 

threshold — all in a matter of seconds. The result 

is an automated, repeatable process that pulls 

relevant data for organizations to analyze. 

Web Searches are Not Enough

In today’s data universe, manual searches alone 

simply can’t support the sheer volume of data 

discovery needed for the continuous evaluation 

process to succeed. Beyond well-known online 

forums, social media, and information sites that 

support comments and participant interaction, there 

are forums on the dark and deep web where terror 

networks and extremist groups tend to congregate 

to avoid detection and which may have bearing on 

the continuous evaluation process. 

Using publicly and commercially available 

information (PAI and CAI), can help organizations 

better understand whether an entity such as “Jane 

Smith,” “J. T. Smith,” and “Jane T. Smith” tie to a 

single identity. By searching key selectors such 

as social media handles, email addresses, phone 

numbers and more, organizations can quickly build 

a more holistic profile. Searching PAI/CAI data 

relates factors such as foreign travel and social 

“likes” and “shares” to develop a comprehensive 

picture of a single identity. 

The Human Factor

Babel Street’s advanced platform empowers users 

with a fast, automated process that discovers 

available and relevant information for organizations 

to analyze for potential risks — rather than spending 

critical time and resources searching for information 

in obscure places. The technology quickly identifies 

activities or public statements that meet the 

threshold set by the user’s organization to flag for 

additional review — human investigators can then 

assess the results to determine whether further 

action is needed. 

With the nation’s security at stake, it’s vital to spot 

indications of insider threats and domestic violent 

extremism. Babel Street’s platform allows DoD/

IC investigators to spend less time searching and 

more time reviewing & analyzing relevant content — 

providing confidence that people in positions of trust 

remain trustworthy and above reproach.

To learn more about Babel Streets solutions that 

support your security workflow to help reduce 

exposure to risk, visit www.babelstreet.com.

BREAKING THROUGH THE LANGUAGE BARRIER

Searches can generate results in foreign languages that must be captured, translated, and 

then correlated and assessed, which takes significant time. Also, this process may miss 

slang and local terms that only native speakers would use, which can highlight indicators 

of extremism or potential compromise at an early stage. Babel Street’s unique ontology 

performs searches across multiple languages and terminologies, to return comprehensive, 

translated, and relevant data that saves time and captures a complete profile.

http://www.babelstreet.com

